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[57] ABSTRACT 

A system for routing packets in a network environment 
having a connection-oriented subnetwork, a plurality of 
routers coupled to said connection-oriented subnetwork, and 
a plurality of established virtual circuits. A packet is received 
by a router for forwarding toward a packet destination. A 
best existing virtual circuit across said connection-oriented 
subnetwork is identified from said plurality of established 
virtual circuits. The best existing virtual circuit is analyzed 
to determine whether it is bom feasible and efficient for 
forwarding the packet toward the packet destination. If the 
best existing virtual circuit is both feasible and efficient, then 
the packet is forwarded using the best existing virtual circuit 
If the best existing virtual circuit is either not feasible or 
inefficient, then a new virtual circuit is established to an 
optimal next hop router and the packet is forwarded using 
the new virtual circuit 

16 Claims, 9 Drawing Sheets 
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METHOD AND APPARATUS FOR ROUTING the network. A topology state routing protocol is a refine- 

PACKETS IN NETWORKS HAVING ment of link state protocol in winch significant status about 

CONNECTION-ORIENTED SUBNETWORKS the internal structure or operation of other nodes in the 

network may be maintained in addition to information about 

This is a continuation of application Ser. No. 08/560,047, 5 links, 
filed Nov. 17, 1995, abandoned. in large networks, which may include hundreds or thou- 

sands of routers, it is impractical to maintain virtual circuits 
BACKGROUND OF THE INVENTION between every pair of routers. ATM switches are limited in 

1 Field of the Invention their ability to store network state information. Therefore, 

" . ... 10 the large amount of network state information required if all 

The present invention relates to routing packets in a Me dre(lits wcre estaMished would ^ 

network environment. More specifically, routing packets in tical and Additionally, such a configuration 

a network! taving routers coupled to a connection^nented would ^ ^ ^ network kyer routing pro^ con- 
subnetwork and which forward connectionless datagrams. sider every ^ a ^ 

2. Background 15 across the ATM subnetwork. Such a calculation cannot 

Computer networks provide a mechanism for transferring provide the efficient route computation necessary to effi- 
information between various locations. Large computer net- ciently transmit data over a network, 
works may be extended around the world to interconnect Instead of establishing every possible virtual circuit, a 
multiple geographic sites and thousands of hosts. smaller set of virtual circuits are established between spe- 

Additionally, various types of internetworking devices have 20 dfic of routers> virtual circuits are not estab- 
been developed to permit users (or nodes) of one network to lished for every pair of routers, the resulting path between a 
communicate with users (or nodes) of other networks. These particular pair of routers may utilize intermediate routers, 
devices are often referred to as routers or gateways. This type of routing may be referred to as 'Roundabout 

To transfer information from one node on a network to a routing" because it uses an indirect path via multiple routers 

node or group of nodes on another network, it is necessary 25 to traverse the ATM subnetwork. The roundabout routing 
to determine a path through the interconnected series of method locates the best path to the destination using only the 
links and networks for the information to be propagated set of virtual circuits established across the subnetwork. This 
Various routing protocols have been developed for calculate method reduces the overall throughput of the network 
ing routes across interconnected networks. because many paths will pass through multiple routers, 

Networks may include one or more 'Virtual networks" or 30 thereby increasing the overall delay involved in transferring 
"virtual subnetworks.** A common situation for implement- a packet to its destination. 

ing virtual networks includes the routing of the internetwork Another type of routing is referred to as "shortcut rout- 
protocol (IP) type networking packets over an asynchronous ing.** Shortcut routing determines which exit router provides 

transfer mode (ATM) subnetwork. An ATM subnetwork is a 35 the best path for transmitting a particular packet toward its 
connection-oriented network, meaning that data is for- destination. A virtual circuit is then established between the 
warded over virtual circuits (VCs) by switching/forwarding entry router and the optimal exit router, thereby providing a 
devices referred to as ATM switches. Other examples of direct path across the ATM subnetwork. Shortcut routing 
connection-oriented networks include X.25, Frame Relay, minimizes the delay associated with transferring packets 

and Plain Old Telephone Service (POTS). ^ across the ATM subnetwork by always establishing a direct 

An ATM switch cannot forward data between a particular virtual circuit to the optimal exit router. However, using 
source and destination unless the ATM switch has first shortcut routing in every situation is inefficient due to 
obtained and stored state information to manage the virtual limitations of the ATM subnetwork to establish a large 
circuit specifically related to the flow of data between the number of virtual circuits in a short period of time, 

particular source and destination. ATM switches provide 45 Furthermore, as discussed above, ATM switches are limited 
high performance by forwarding a large amount of data in a ui mcu ~ ability to store link state information. As additional 
short period of time. The use of connection-oriented virtual virtual circuits are established due to shortcut routing, addi- 
circuits allows packets to be divided into smaller, fixed- tional state information must be stored by the routers and 
length cells. M aintaining state information and using small ATM switches. Therefore, use of shortcut routing may cause 

cells miiiimizes the delay at the ATM switch when forward- 50 inefficient operation of the network, 
ing data. It is therefore desirable to provide a system for determin- 

Routers are connected to the ATM subnetwork as well as ing when to use an existing virtual circuit for forwarding a 
other subnetworks and are used to collect packets corre- packet across a subnetwork, and when it is preferable to 
sponding to multiple flows of datagrams from multiple establish a new virtual circuit for forwarding the packet 

sources to multiple destinations. Virtual circuits across the 55 prrifW1 _ __ _ _ __- VT 

ATM subnetwork are used to carry information between SUMMARY OF THE INVENTION 

various routers coupled to the subnetwork. A single virtual The present invention provides a routing system for 
circuit, or a small number of virtual circuits, may be estab- alleviating the problems associated with roundabout routing 
lished and utilized between any particular pair of routers. and shortcut routing discussed above. Specifically, the 

The routers use a routing protocol between one another to 60 present invention determines whether it is feasible and 
calculate routes between the various routers. Where a virtual efficient to forward a particular packet using an existing 
circuit exists between two routers, the routers can "adver- virtual circuit or whether a new virtual circuit should be 
tise" a corresponding link between them into the routing established for forwarding the particular packet The inven- 
protocol, thereby allowing other routers to learn of the link. tive routing system does not establish a new virtual circuit 

A common routing protocol is a link state routing protocol. 65 for routing every packet nor does it use an existing virtual 
In a link state routing protocol, each node in the network (for circuit for routing every packet Instead, the routing system 
example, a router) maintains information about each link in quickly determines which approach is preferable consider- 
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ing the ability of existing virtual circuits to forward packets FIG. 9 illustrates the network diagram of FIG. 8 with 

feasibly and efficiently to specific destinations. In some additional details regarding the ATM subnetwork, 

cases, the present invention will use an existing virtual FIG. 10 is a flow diagram illustrating the calculations 

circuit which is not the optimal path across the subnetwork. performed by a router in a layered routing network configu- 

One embodiment of the present invention provides a 5 ration, 

method for routing packets in a network having a FIG. 11 is a flow diagram illustrating the selection of a 

connection-oriented subnetwork and multiple virtual circuits particular path to a destination. 

established across the connection-oriented subnetwork A 

packet is received for forwarding toward a packet destina- DETA ILED DESCRIPTION OF THE 

tion. A determination is made regarding whether one of the 10 PREFERRED EMBODIMENT 

virtual circuits is feasible for forwarding the packet toward The following derailed description sets forth numerous 

the packet destination. The packet is forwarded toward the specific details to provide a thorough understanding of the 

packet destination using one of the virtual circuits if one of present invention. However, those skilled in the art will 

the virtual circuits is feasible. If the multiple virtaal circuits appreciate that the present invention may be practiced 

are not feasible, then a new virtual circuit is established 15 without these specific details. In other instances, well known 

across the connection-oriented subnetwork and the packet is methods, procedures, components, protocols, and circuits 

forwarded toward the packet destination using the new have not been described in detail so as not to obscure the 

virtual circuit present invention. 

Another feature of the present invention provides for The present invention is related to routing packets in a 
determining feasibility by calculating a first distance to the 20 network having routers coupled to a connection-oriented 
packet destination considering all possible virtual circuits subnetwork For illustration purposes, the following detailed 
across the connection-oriented subnetwork A second dis- description refers to an ATM subnetwork as the connection- 
tance is determined from an opposite end of an established oriented subnetwork Those skilled in the art will understand 
virtual circuit to the packet destination. A virtual circuit is that an ATM subnetwork is only one type of connection- 
determined to be feasible if the second distance is less than 25 oriented subnetwork Other types of connection-oriented 
the first distance. subnetworks include, but are not limited to, X.25, Frame 

An additional feature of the present invention provides for Relay, and POTS (Plain Old Telephone Service). The 
determining efficiency of a virtual circuit by testing the present invention may be applied to any type of connection- 
virtual circuit to determine whether the virtual circuit makes ^ oriented subnetwork using the structures and methods 
a particular minimum progress toward said packet destina- described herein and is not limited to ATM subnetworks, 
tion. This minimum progress may be a fraction of the Referring to FIG. 1, a diagram of a simple network 
progress made by an optimal virtual circuit Additionally, the configuration is illustrated in an embodiment having mul- 
rnkimum progress may be a fraction of a cost associated tiple routers coupled to a connection-oriented subnetwork 
with traversing the virtual circuit 35 The illustrated network has been reduced in size for expla- 

An other feature of the present invention provides for nation purposes. Actual networks may include thousands of 
analyzing each established virtual circuit for dete rminin g routers with numerous hosts connected to each router, 
whether the virtual circuit should be closed. This analysis The configuration illustrated in FIG. 1 includes a 
may include providing a timer for each virtual circuit for connection-oriented subnetwork 10 and five multiprotocol 
determining the utilization of the virtual circuit. The timer is 40 routers (12, 14, 16, 18, and 20). Several hosts or "Data 
reset each time a packet is detected on the virtual circuit The Terminal Equipment (DTE)" (22, 24, 26, 28, 30, 32, and 34) 
timer is incremented when a packet absence is detected on are connected to the routers. Four routers (12, 14, 16, and 
the virtual circuit The virtual circuit is closed when the 20) are directly connected to connection-oriented subnet- 
timer reaches a predetermined timeout value. work 10 while router 18 is coupled to router 16. If router 18 

BRIEF DESCRIPTION OF TPTR DRAWTKfT<J 45 ^ a P 3 *** which must be delivered to a host 28, the packet 
BRIEF DESCRIPTION OF THE DRAWINGS may be forwarded via router 16 to host 28. In this case, the 

The present invention is illustrated by way of example in packet need not be forwarded across connection-oriented 

the following drawings in which like references indicate subnetwork 10. However, if router 16 has a packet for 

similar elements. delivery to a host 22 attached to router 14, then router 16 

FIG. 1 is a diagram of a network configuration having 50 must forward the packet across subnetwork 10. Similarly, 

multiple routers connected to a connection-oriented subnet- ^ other router having a packet which must be delivered to 

work capable of utilizing the present invention. a ™ u{ei located across subnetwork 10 must forward the 

FIGS. 2 and 3 are diagrams of network configurations **** the subnetwork 

having multiple routers connected to an ATM subnetwork m the art win recognize that the hosts 

FIG. 4 is a flow diagram illustrating the calculations and 53 illustrated in FIG, 1 may be coupled to the routers 

determinations for routing a particular packet in accordance " v ™™ 3 ""J** ™ u usm S ^P^. md 

with the present invention physical networks, as well as other connection mechanisms. 

FIGS. 5A and 5B are flow diagrams iUustrating the ^^^^Z'J^f^^f * 
calculations and alterations paformed by a rouL in ^ ^Ois illustraUM. Router 300 is c^ble of mcorpcratmg the 

accordance with the present invention. 60 1^4^ T 3 ™5 

* * - m , ^ t engine 302 having a CPU 304 and a memory device 306. 

™\ 6 h * flow , <h f ram mastratm «. tnc 1 P rocedure fQr Router engine 302 is coupled to various routing tables 308 
determining when to close an existing virtual circuit ^ 310 capable of storing information necessary 

FIG. 7 is a block diagram of a router capable of incor- for router 300 to properly forward packets toward their 
porating the teachings of the present invention. « destination. Databases 310 may include a Link State 

FIC^L^a|n efoork<Qi ag r^ Database, a Path Database, a lent Database, and a Forward- 

top^ -^^^^bP m g Database. An interface 312 is coupled to router engine 
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302 and provides the physical connection to a network 314. The present invention is concerned with processing pack- 

Those skilled in the art will recognize that various router ets received by a router and awaiting forwarding. Therefore, 

types may be used with the invention described herein. it is important to make a routing decision quickly such that 

FIG. 2 illustrates a diagram of a simple network configu- the P 30 ** is Awarded in a timely manner. The method used 

ration having multiple routers connected to an AIT* subnet- 5 to .route packets across the coi^c&on<mmt^^n^ack 

work. To simplify the diagram, host devices and their ^^"7*^?*^ ^L^^ * 

r j " -j both feasible and efficient A virtual circuit is feasible 

comechons are not shown. As discussed above an AIM for a specified destination if it makes some progress toward 

subnetwork : is one example of a connectioii^neiited sub- me d ^ don md ^ not loop . A feasible vtaal circuit 

network with which the present invention may be practiced ensures that the packet will be delivered to its destination. A 

The configuration illustrated in FIG. 2 includes an ATM 10 virtual circuit is "efficient" if the circuit moves the packet a 

subnetwork 100 having five ATM switches (102, 104, 106, specific minimmn distance closer to the destination. To be 

108, and 110) linked together as shown. Six routers (112, "efficient", a virtual circuit must represent a practical use of 

114, 116, 118, 122, and 128) are connected directly to ATM the network resources. An inefficient virtual circuit may 

subnetwork 100. Routers 120, 124, and 126 are not con- result in multiple hops across the ATM subnetwork, thereby 

nected directly to subnetwork 100, but are coupled to routers 15 reducing the overall efficiency of the network. Determining 

capable of forwarding packets over the subnetwork For feasibility and efficiency will be described in greater detail 

example, router 120 can forward a packet via router 118 if below. 

the packet is destined for a router across ATM subnetwork if a virtual circuit exists which is both feasible and 

100. Similarly, router 126 can forward packets via router 124 efficient, then the packet is forwarded using the existing 

and router 122 to reach subnetwork 100. The configuration 20 virtual circuit If no existing virtual circuit is both feasible 

of FIG. 2 also includes four virtual circuits (130, 132, 134, ^ efficient, then a new virtual circuit is established 

and 136) established across subnetwork 100. Virtual circuit between the source router (the router having the packet to be 

130 connects routers 112 and 114, circuit 132 connects forwarded) and the exit router (the next hop router on the 

routers 114 and 118, circuit 134 connects routers 114 and best path to the destination). The packet is then forwarded 

128, and circuit 136 connects routers 116 and 118. Through- using mis new virtual circuit 

out the description of the invention, the term "virtual circuit" The routing procedure provided by the present invention 

is used to denote switched virtual circuits (SVCs) as well as ^ illustrated in FIG. 4. At step 200, various network routing 

permanent virtual circuits (PVCs). calculations are performed. These calculations are per- 

Each ATM switch in ATM subnetwork 100 maintains the M formed by the router before a packet arrives such that the 

state of all other ATM switches in the subnetwork based on results of the calculations are available when a packet is 

information exchanged using a link state or topology state received by the router far forwarding. The specific calcula- 

routing protocol. In one embodiment of the present tions performed are described below with reference to FIGS, 

invention, the state information is exchanged using the ATM 5A and SB. At step 202, the router determines whether a 

Forum standard Private Network to Network Interface 35 packet has been received and is waiting to be forwarded. If 

(PNNI) routing protocol. no packet has been received, the routine branches to step 204 

Each router maintains the state of all other routers and which determines whether the state of the network has 

ATM switches on the network based on information changed. A network change may result from a change as 

received from the routing protocol. In one embodiment, state reported in the routing protocol link state update packets, or 

information is received in Integrated PNNI (I-PNNI) Topol- ^ as a result of a change in the state of virtual circuits available 

ogy State Packets (FTSPs) and consists of the standard to the router. For example, a new virtual circuit may be 

required information which is advertised in I-PNNI FTSPs. established by the source router or a new virtual circuit may 

Since only four virtual circuits are provided in the con- arrive from another router. If a network change is indicated 
figuration of FIG. 2, all possible paths across subnetwork at step 204, then the routine branches to step 200 to 
100 are not available. For example, if router 112 has a packet 45 incorporate the network changes into the routing calcula- 
te be delivered to a host attached to router 122, no virtual tions. If the state of the network has not changed, then the 
circuit is available for routing the packet In this case, a new routine branches from step 204 back to step 202. 
virtual circuit must be established for routing the packet At step 202, if a packet is waiting, the routine branches to 
However, if router 112 has a packet for delivery to a host step 208 to determine whether the optimal next hop router is 
connected to router 114, then virtual circuit 130 may be used 50 located across the connection-oriented subnetwork. If step 
to forward the packet In another situation, if router 120 has 208 determines that the optimal next hop router is not 
a packet for delivery to a host attached to router 114, the located across the subnetwork, then the routine branches to 
packet may be forwarded to router 118 and then to router 114 step 210 where the packet is forwarded directly to the 
using virtual circuit 132. optimal next hop router. The routine then returns to step 204 

In the situation where router 114 has a packet for delivery 55 to determine whether any network changes have occurred, 

to a host attached to router 116, a path exists between the two If step 208 determines that the optimal next hop router is 

routers, but two different virtual circuits 132 and 136 must located across the subnetwork, then the routine branches to 

be used. Using the roundabout routing method, the packet step 212. Step 212 determines whether a virtual circuit is 

will automatically be forwarded to router 118 using virtual already established to the optimal next hop router. If a virtual 

circuit 132 and then to router 116 using virtual circuit 136. 60 circuit already exists, then the packet is forwarded using that 

The roundabout method does not consider establishing a virtual circuit at step 214. If no virtual circuit exists to the 

new virtual circuit directly between routers 114 and 116, but optimal next hop router, then the routine branches from step 

instead uses the two existing virtual circuits. In contrast, the 212 to step 218 which determines whether the best existing 

shortcut routing method will automatically establish a new virtual circuit is feasible. A discussion of the method of 

virtual circuit between routers 114 and 116 for forwarding 63 determining feasibility of virtual circuits is provided below, 

the packet across subnetwork 100. The shortcut method does If step 218 determines that the best existing virtual circuit 

not consider the use of existing virtual circuits 132 and 136. is not feasible, then the routine branches to step 220 where 
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the packet is buffered while a new virtual circuit is estab- 
lished. The routine continues to step 222 where the new 
virtual circuit is established from the source router to the 
optimal next hop router. At step 224, the packet is forwarded 
to the optimal next hop router using the new virtual circuit 5 
The routine then returns to step 204. 

If step 218 determines that the best existing virtual circuit 
is feasible, then the routine branches to steps 226, 228, and 
230 to determine whether each of the three efficiency tests 
have been satisfied. If any one of the three efficiency tests is 10 
not satisfied then the routine branches to steps 220, 222, and 
224 where a new virtual circuit is established for forwarding 
the packet across the subnetwork to the optimal next hop 
router. Details regarding the three efficiency tests will be 
discussed below. 15 

If all three of the efficiency tests are satisfied in steps 226, 
228, and 230, then step 232 forwards the packet across the 
subnetwork using the best existing virtual circuit The rou- 
tine then returns to step 204. 

FIG. 5A is a flow diagram illustrating die calculations 
performed by a router in accordance with the present inven- 
tion to determine feasibility of a virtual circuit At step 240, 
the sending router first determines the optimal path from the 
sending router to the destination based on all possible paths. 
This calculation considers any path across the ATM 
subnetwork, including virtual circuits which have not yet 
been established. This optimal path distance is referenced by 
D c and may be calculated by running the Dijkstra algorithm 
to find a path from the current router to the destination. The 
Dijkstra algorithm is used to calculate the best routes from 
a particular router to all other routers in the network. Those 
skilled in the art will be familiar with the implementation of 

the Dijkstra algorithm. Furthermore, artisans of ordinary 

skill will understand that other methods may be used to 
calculate the optimal path distance 

The "distance" between any two points in a network 
environment is commonly referred to as the "cost" assigned 
to a particular link or series of links. For example, links may 
be located between two routers, between a router and a 40 
connection-oriented subnetwork, or between two switches 
within a connection-oriented subnetwork. Referring to FIG. 
2, an example is provided where each link in subnetwork 
10+ is assigned a cost of 1, and each link between two 
routers is assigned a cost of 2. If router 114 has a packet for 45 
delivery to a host connected to router 126, the optimal path 
is across subnetwork 100, and via routers 122 and 124. To 
determine the cost of the optimal path, four links through 
subnetwork 100 result in a cost of 4. The four links are from 
router 114 to switch 104, then to switch 108, then to switch 
110, and finally to router 122, The two router-to-router links 
(router 122 to 124, and router 124 to 126) result in a cost of 
4. Therefore, the optimal path distance between routers 114 
and 124 has a cost of 8, which corresponds to This 
example is provided to illustrate the assignment of a cost to 55 
a particular path in the network. In a larger network, the 
Dijkstra algorithm may be used to identify the optimal path 
and the cost of that optimal path. Note, the above calcula- 
tions ignore the fact that a virtual circuit does not currently 
exist between routers 114 and 124. 50 

Referring again to FIG. 5A, step 242 calculates die 
distance from the optimal next hop router to the destination 
considering all possible paths and all possible virtual 
circuits, regardless of whether they currently exist The 
distance from the optimal next hop router to the destination 65 
is referred to as D 0 and is calculated by subtracting the cost 
of the path, if any, across the immediately adjacent ATM 
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subnetwork from the distance D^. Thus, if the optimal next 
hop is not across the ATM subnetwork then nothing is 
subtracted from the distance resulting in D^D^ 

Referring to FIG. 2, if router 114 has a packet for delivery 
to a host connected to router 126, the optimal path is via 
subnetwork 100, and routers 122 and 124. The optimal next 
hop router is router 122 The distance D 0 from router 122 to 
router 126 is 4 (two links, each having a cost of 2). 

Steps 244 and 246 of FIG. 5A perform a calculation 
referred to as the "existing virtual circuits computation" 
which assumes that packets may be forwarded across the 
ATM subnetwork using only existing virtual circuits. 
However, routers located on the other side of the ATM 
subnetwork may use any possible pam, including virtual 
circuits which have not been established. Step 244 deter- 
mines the best existing virtual circuit by using the Dijkstra 
algorithm to determine a single path from the source router 
to each possible destination considering all existing virtual 
circuits. Rather than executing the Dijkstra algorithm once 
from the other end of each existing virtual circuit, the 
algorithm is executed once to simplify and expedite the 
calculation. Hie single path generated by the Dijkstra algo- 
rithm from the source router to the particular destination is 
used to select the best existing virtual circuit At step 246, 
the distance from the other end of the best existing virtual 
circuit to the destination is calculated and represented by 

Referring to FIG. 2, if router 114 has a packet for delivery 
to a host connected to router 126, the only existing path is 
via virtual circuit 132 and routers 118, 120, and 124. Since 
a virtual circuit does not exist between routers 114 and 122, 
D tf is not calculated for the non-existent virtual circuit In 
this example, the best (and only) path currently available 

between routers 114 and 126 is via virtual circuit 132. The 

distance for D e in this example is 6 (three router-to-router 
links). 

In another embodiment, the Dijkstra algorithm is 
executed once for each virtual circuit across the subnetwork. 
The algorithm is used to determine the best path from each 
exit router to the destination based on any available path. 
This approach represents a more complicated and time- 
consuming calculation, but results in a greater likelihood of 
finding a feasible and efficient path based on existing virtual 
circuits. 

If D O =D 0 then the optimal next hop uses an existing 
virtual circuit This determination corresponds to step 212 in 
FIG. 4. In mis situation, the existing virtual circuit is used to 
forward the packet toward its destination. Based on the 
above example using FIG. 2, D<=4 and D tf =6. Therefore, 
since D 9 does not equal D c the optimal next hop does not use 
an existing virtual circuit 

If D^D^, then the source router must determine whether 
the next hop using existing virtual circuits is feasible for the 
specified destination (FIG. 4, step 218). A feasible next hop 
is defined as a hop which moves the packet closer to its 
destination while avoiding looping of the packet Using the 
above calculations, if D e ^D c then the path using the best 
existing virtual circuit is not feasible for the specified 
destination. Since D tf represents the distance from the other 
side of the ATM subnetwork to the destination, if D tf is 
greater than the distance from the source router using the 
optimal path then the best existing virtual circuit fails to 
make any progress toward the destination. 

In the above example using FIG. 2, D c =8 and D^=6. 
Therefore, since D e is less than D^ virtual circuit 132 is 
feasible for routing the packet toward its destination (router 
126). 
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If D tf =D c then the best existing virtual circuit is not 
feasible because there is a possibility of looping. An 
example of this potential looping is provided below with 
reference to FIG. 3. 

If D tf then no existing virtual circuit moves the packet 
closer to the destination. Therefore, a new virtual circuit 
must be established between the source router and the 
optimal next hop router as determined in the calculation of 

IV 

If D tf <D e then the best existing virtual circuit moves the 
packet closer to its destination. Therefore, the best existing 
virtual circuit is feasible and it is not necessary to establish 
a new virtual circuit for routing the packet 

The above calculations determine whether a particular 
virtual circuit is feasible; Le., whether it makes progress 
toward the destination and avoids the possibility of looping. 
However, it may be undesirable to use a feasible existing 
virtual circuit if the router on the other side of the ATM 
subnetwork is only slightly closer to the destination. Using 
such a virtual circuit may result in multiple hops across the 
ATM subnetwork, causing inefficient operation of the net- 
work. Therefore, an embodiment of the present invention 
provides for specifying a minimum progress toward the 
destination which must be accomplished by the virtual 
circuit to be considered "efficient" 

Referring to FIG. 5B, a calculation is performed at step 
250 to determine the progress made by the best existing 
virtual circuit, represented by P^. Since a virtual circuit can 
move closer to the destination or move away from the 
destination, P 0 may be positive or negative. P f is defined by 
the equation P^D^-D^. Using the above example with 
reference to FIG. 2, P tf =8-6=2. 

In step 252 of FIG. 5B, P 0 represents the progress made 
by the optimal virtual circuit; Le., the virtual circuit used if 
all possible virtual circuits are available. V 0 is represented by 
the equation P 0 =D C -D 0 . Using the above example, P<=8- 
4=4. Since the optimal virtual circuit makes greater progress 
toward the destination than the existing virtual circuit, the 
next step is to determine whether it is efficient to open the 
optimal virtual circuit or use the existing, less optimal virtual 
circuit 

Each virtual circuit has a particular cost associated with 
traversing the circuit The total path metric for the best 
existing virtual circuit is calculated as the sum of all of the 
metrics of each component the virtual circuit crosses. This 
total path metric is represented by Step 254 of FIG. SB 
calculates the total path metric C a for the best existing virtual 
circuit 

The calculations illustrated in FIGS. 5A and SB and 
described above are performed by the router prior to packet 
arrival. Thus, the results of the various calculations and 
determinations are available when a packet is received for 
forwarding, thereby permitting timely forwarding of the 
packet toward its destination. 

As illustrated in FIG. 4, at steps 226, 228, and 230, three 
different efficiency tests may be used to determine whether 
the best existing virtual circuit (the circuit represented by P e ) 
is efficient First, at step 226, the router may require that the 
progress made by the best existing virtual circuit be at least 60 
some fraction "k" of the progress made by the optimal 
virtual circuit (PJ. The fraction M k" is denned by Ckk^l. 
Hie first efficiency test is represented by the equation 

Continuing with the above example, a fraction fc=0.4 may 65 
be used to indicate that. an existing virtual circuit must 
progress at least 40% of the distance progressed by the 



35 



40 



45 



50 



55 



optimal virtual circuit Otherwise, the existing virtual circuit 
is not considered efficient In the above example, k-P 0 =1.6. 
Therefore, since P« (2) is greater than 1.6, the existing virtual 
circuit satisfies this first efficiency test 

A second efficiency test, step 228, may require that the 
best existing virtual circuit make some minimum progress, 
defined by P^, toward the destination. Using the above 
example, P^ may be selected as 1.0. Therefore, the best 
existing virtual circuit must satisfy the equation P tf ^ 1.0. In 
the above example, P tf =2, thereby satisfying the second 
efficiency test, 

A third efficiency test, step 230, may require that the 
progress made by crossing the best existing virtual circuit is 
at least a minimum fraction r of the cost associated with 
traversing the best existing virtual circuit (CJ. This require* 
ment is represented by the equation P^r-C^. 

In the above example, the total path metric for virtual 
circuit 132 is 4 (Q=4). If r=0.5 then r-C«=2. Since Pp2, the 
third efficiency test is satisfied. 

The values of k, r, and P^ may be configured by the 
network operator or adrriinistrator. Additionally, default val- 
ues may be provided for k, r, and P,^ which are used in the 
absence of values provided by the network operator or 
administrator. 

If any one of the three efficiency tests are not satisfied, 
then the best existing virtual circuit is not used. Instead, a 
new virtual circuit is opened across the ATM subnetwork 
from the source router to the optimal next hop router. 

To summarize, a best existing virtual circuit is feasible if 
D tf <D c . The best existing virtual circuit is efficient of each of 
the following are true: 

P.Uf.VP.&UX and (P.£r<:.). 

Therefore, the best existing virtual circuit is both feasible 
and efficient if the following conditions are satisfied: 

<D.<D«) and (P.febP.) and (P^P^ and (P.SrC,). 

Although three different efficiency tests have been 
described, those skilled in the art will appreciate that it is not 
necessary to use all of the above tests. Instead, a subset of 
the efficiency tests may be used by any particular router. 
Furthermore, by altering the values of k, r, and P^, one or 
more of the efficiency tests may be effectively eliminated. 
For example, if r=0 or k=0, then the equations for the first 
and third efficiency tests become P^O. Thus, any positive 
value for P„, including zero, will satisfy the test In this 
manner, all three of the efficiency tests may be eliminated by 
setting each of the values k, r, and P^ equal to zero. 

In accordance with the present invention, the preceding 
calculations to detennine feasibility and efficiency may be 
performed by an algorithm operating on a router. As illus- 
trated in FIG. 8, router 300 includes routing tables 308 and 
databases 310 coupled to router engine 302. This configu- 
ration is capable of receiving and storing the parameters 
necessary to perform the above calculations. Router engine 
302 is capable of performing the previously described 
calculations. Those skilled in the art will be familiar with 
various methods and procedures used to implement the 
above calculations and determinations. 

Although the present invention selects the best existing 
virtual circuit, that existing virtual circuit may not be fea- 
sible. In the embodiment where the Dijkstra nlg nrithm is 
executed once, there may be situations where the best 
existing virtual circuit is not feasible, yet another virtual 
circuit is feasible. An example is illustrated below with 
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reference to FIG. 3. Although the calculations and determi- Referring to FIG. 6, a flow diagram illustrates the proce- 

natious utilized by this embodiment of the present invention dure for determining when to close an established virtual 

may occasionally select a non-feasible path when a feasible circuit The illustrated liming system monitors the utilization 

path does exist, the required calculations are performed in a (or packet flow) of each established virtual circuit. Step 260 

considerably faster manner, thereby increasing the overall 5 represents the time at which the particular virtual circuit is 

efficiency of the routing operation. established. After the virtual circuit has been established, 

Referring to FIG. 3, a simple network configuration is step 262 determines a timeout value for the new virtual 

illustrated having multiple routers connected to an ATM circuit This timeout value may be provided by the network 

subnetwork. FIG. 3 is similar to FIG. 2, but provides a operator or administrator, or may be provided as a default 

different interconnection among the ATM switches 10 value. At step 264, the value of the timer is set to zero. Step 

(102-110). As with FIG. 2 above, each link in the ATM 266 determines whether a packet has been transmitted over 

subnetwork is assigned a cost of 1 and each router-to-router the virtual circuit. If a packet has been transmitted, then the 

link is assigned a cost of 2. routine branches to step 264 where the timer is reset If no 

If router 114 has a packet to be delivered to router 126, the packet has been transmitted, the routine continues to step 

optimal path is across ATM subnetwork 100 to router 122 is 268 which determines whether a packet has been received 

and then via router 124. The optimal cost D c =7. Since the over the virtual circuit If a packet has been received, the 

virtual circuit between routers 114 and 122 does not exist, routine branches to step 264 where the timer is reset If no 

router 114 must determine whether to use an existing virtual packet has been received, the routine continues to step 270 

circuit or establish a new virtual circuit to router 122. where the timer is incremented. At step 272 the timer value 

The existing virtual circuits calculation, discussed above, 20 is compared to the predetermined timeout value. If the timer 

calculates paths assuming that the first hop from router 114 value equals or exceeds the timeout value, then a signal is 

must use an existing virtual circuit Therefore, the first hop generated by the timer indicating that the virtual circuit 

can be to router 112, router 118 or router 128. The cost from should be closed at step 274. If the timer value is less than 

router 114 to router 126 using virtual circuit 130 is 11 the timeout value, then the routine branches back to step 

(virtual circuit 130 has cost 3, and router 112 to router 126 25 266. 

via router 122 has cost 8). Using router 118, the cost to router The preceding description and embodiments describe 

126 is 10 (virtual circuit 132 has cost 4, and router 118 to utilizing the present invention in a network environment 

router 126 has cost 6). Using router 128, the cost to router using a similar routing protocol for both the ATM switches 

126 is 9 (virtual circuit 138 has cost 2, and router 114 to and the routers. However, the present invention may also be 

router 126 via router 122 has cost 7). 30 utilized in network environments where 'layered routing" is 

Therefore, based on the existing virtual circuits used. Layered routing uses different routing protocols; Le., 

calculation, the path using router 128, having cost 9, is one protocol for the ATM subnetwork and another protocol 

selected as the best existing virtual circuit, based on the for the routers. 

lowest cost However, the cost from router 114 to router 126 Referring to FIG. 8, a particular network is illustrated 

(using the all possible routes calculation) is equal to the cost 35 having an ATM subnetwork represented as a single node 

from router 128 to router 126 (using the existing virtual 400. FIG. 8 also illustrates ten routers 402-420 coupled to 

circuits calculation). Therefore, since D C =D^ virtual circuit one another and ATM subnetwork 400. Routing within 

138, which was selected as the best existing virtual circuit, subnetwork 400 is independent of routing between routers 

is not feasible. Virtual circuit 138 is not feasible because 402-420. Therefore, a different routing protocol is used for 

when the packet reaches router 128, the above calculations 40 routing between the routers. For proper implementation of 

will be performed again and possibly cause router 128 to the present invention, the routers use a link state (or topol- 

forward the packet back to router 114, therefore creating a ogy state) routing protocol. ATM switches (shown in FIG. 9) 

loop- within ATM subnetwork 400 may use any available routing 

Since the selected virtual circuit 138 is not feasible, router protocol, including static routing. In the preferred 

114 will establish a new virtual circuit to router 122 for 45 embodiment, the ATM switches use an integrated link state 

forwarding the packet toward its destination. In this protocol 

example, virtual circuit 132 is feasible, but was not selected FIG. 8 illustrates a logical-router-topology. Since two 

as the best existing virtual circuit because it did not have the different routing protocols are used/the operation of the 

lowest cost Virtual circuit 132 is feasible because D c =7 (via routing protocols is maintain ^ relatively independent 

router 122) and D € =6 (router 118 to router 126 via routers 50 Since the routers can forward packets using virtual circuits 

120 and 124). across ATM subnetwork 400, it is necessary to represent the 

Therefore, selection of virtual circuit 132 was sacrificed in capabilities of the subnetwork. If no virtual circuits are 

exchange for the overall efficiency of the routing operation. established across the ATM subnetwork, it is still necessary 

As discussed above, ATM switches are limited in the to advertise the availability of the ATM subnetwork into the 

number of virtual circuits they can maintain. Therefore, it is 55 router network. This advertising into the routing network 

important to close virtual circuits not being utilized. may be accomplished by using an Open Shortest Path First 

However, connectionless Internet Protocols do not indicate (OSPF) routing rrotocoL 

an absence of traffic to send. Instead, the transmission of FIG. 8 represents the ATM subnetwork using the single 

packets simply stops. In one embodiment of the present node 400. Node 400 has a link to each router having an ATM 

invention, the router determines whether a particular virtual 60 interface. In the absence of any existing virtual circuits, the 

circuit should be closed if no packets have been transmitted other routers in the network believe that node 400 is a 

over the virtual circuit far a predetermined period of time. A normal router. An actual physical system in the network, 

particular virtual circuit is monitored using a timer which is such as one of the routers having a direct ATM interface, 

reset each time a packet is received from the virtual circuit assumes the functions of representing node 400. Selecting 

or transmitted over the virtual circuit If the timer reaches a 65 the physical system to handle these functions may be done 

predetermined value prior to being reset, then the virtual manually by configuring one particular system to represent 

circuit is closed. node 400, or by running an election algorithm. Different 
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election algorithms capable of being used with the present This implies that all routers along the path must have the 

invention axe provided by the OSPF, IS-IS, and PNNI ability to make routing decisions based on the same topol- 

routing protocols. ogy database. The loglcaliiouteritopology is the only data- 

When a virtual circuit already exists, or is created, across base that all routers, including those routers not attached to 

the ATM subnetwork, an issue arises regarding when to 5 the ATM subnetwork, have in common. Therefore, the next 

advertise the existence of the virtual circuit into the router- hop across the ATM subnetwork chosen by a router must be 

to-router routing protocol A first option is to refrain from feasible according to the logical'rolSerltopology. However, 

advertising the existence of the virtual circuit If mis option the router may use additional information regarding the 

is selected, the logical topology of the network as advertised ATM subnetwork when selecting the best route from among 

into the routing protocol remains identical to that illustrated 10 multiple feasible routes. 

in FIG. 8. A second option explicitly advertises the existence FIG. 10 illustrates four different routing calculations 

of the virtual circuit Using this option the topology illus- which are required as part of the task of determining whether 

trated in FIG. 8 is enhanced by adding links between routers a new virtual circuit must be established for a specific 

corresponding to the existing virtual drcuits. When using packet Each calculation is repeated only when new network 

the second option, the metrics associated with the additional 15 data is available, and not in response to the arrival of a 

links would create a preference for existing virtual circuits, packet to be delivered. Step 450 calculates the best path to 

if available. the destination using all available routes and the logical 

If a packet arrives at a router having an ATM interface and router topology. This path is referred to as the first path and 

the correct path for the packet traverses the ATM is guaranteed to be feasible. Therefore, the first path will be 

subnetwork, then the questions of feasibility and efficiency 20 used if no other feasible path is identified. The distance from 

arise. In this situation, the source router will have knowledge the current router to the destination and the associated first 

of the OSPF logical topology and knowledge regarding hop progress can be calculated for this path more accurately 

which virtual circuits are established to other routers. by using the enhanced topology to measure the cost of the 

Additionally, the source router may have knowledge regard- path. This computation is discussed below. The calculation 

ing details of the connections within the ATM subnetwork 25 performed at step 450 is the only calculation performed by 

In a typical situation where layered routing is used, the routers which are not attached to the ATM subnetwork (e.g., 

routers bordering the ATM subnetwork do not participate in routers 414-420 in FIG. 8). This calculation is equivalent to 

the routing operation in the ATM subnetwork. In this the standard router-to-router computation, such as the OSPF 

situation, a router only knows details of the logical router computation, performed by all routers, 

topology (e.g. the topology as illustrated in FIG. 8) and the 30 Step 452 in FIG. 10 calculates the best path using only 

existence of any virtual circuits attached to the router itself. existing virtual circuits and the logical router topology. This 

Feasibility and efficiency in this case are calculated based path is referred to as the second path. The feasibility of a 

only on the logical router topology. The progress made by path calculated to any particular destination is easily verified 

virtual circuit 4 T* is represented by P,. This progress is using the logical router topology. If feasible, the efficiency 

compared to the progress P 0 made by the optimal virtual 35 of the second path is compared to the first path. The 

circuit. The first two efficiency tests, as previously efficiency calculation will use the enhanced topology 

described, can be calculated (P^k-P^ and P^P m£n ). (discussed below). If feasible and efficient, the second path 

However, in this situation, the router does not know the cost is preferred because it uses virtual circuits which are already 

associated with every virtual circuit in crossing the ATM established for the first hop, thereby eliminating the need to 

subnetwork. Thus, the third efficiency test (P,£r*Cj) cannot 40 establish a new virtual circuit while a packet is waiting to be 

be performed. forwarded. 

Referring to FIG. 9, a network configuration is illustrated In one embodiment of the present invention, the calcula- 

sumlar to mat of FIG. 8, where the ATM subnetwork is tion represented at step 452 is omitted. This calculation 

shown in greater detail (an enhanced topology). In this simply provides an additional opportunity to calculate f ea- 

example, all ten routers (402-420) participate in a link state 45 sible and efficient paths using existing virtual circuits if the 

routing protocol, such as OSPF. FIG. 9 also illustrates three computation in step 456 (described below) fails to identify 

ATM switches 422, 424, and 426. The ATM switches and the a feasible and efficient path. 

routers bordering the ATM subnetwork (routers 402, 404, At step 454, the router calculates the best path using all 

406, 408, 410, and 412) participate in the operation of a available routes and the enhanced topology. This is referred 

separate link state or topology state routing protocol, such as SO to as the third path. If the third path to a particular destina- 

I-PNNL In this example, the routers bordering the ATM tion calculated by this computation never returns to the ATM 

subnetwork are capable of "understanding" the enhanced subnetwork after the first hop router, then the cost from the 

topology illustrated in FIG. 9. This Understanding" includes next hop router to the destination is an upper bound on the 

both the topology of the routers as advertised in one routing best possible cost from the first hop router to the destination 

protocol, and the topology of the ATM subnetwork as ss using the first path. This can be compared to the cost of the 

advertised in a second routing protocol. first path to determine feasibility. If the third path is feasible, 

Comparing costs of links and nodes in the ATM subnet- then it is the best feasible path based on all possible paths, 
work to costs of links and nodes in the router network in the and will be preferred over the first path, 
enhanced topology, the metrics used by one routing protocol If the third path to a particular destination crosses the 
must be compared with metrics used by the second routing 60 ATM subnetwork after the first hop router, then the feasi- 
protocoL Those skilled in the art will appreciate that bOity of the path cannot be determined without performing 
Lagrange multipliers may be used to compare fUggimflflr an additional Dijkstra computation. In this situation, corn- 
resource metrics. puting time is conserved by not performing the Dijkstra 

The feasibility calculation ensures that packets will make computation and therefore rejecting this third path, 

continuous progress toward the destination without looping. 65 At step 456, the router calculates the best path using 

Since forwarding datagrams is based on "hop-by-hop" existing virtual circuits and the enhanced topology. This is 

routing, each router must make a consistent routing decision. referred to as the fourth path. If the fourth path to the 
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destination never returns to the ATM subnetwork after the 
first bop, then feasibility may be determined in the manner 
described above with respect to step 454. If feasible, then the 
fourth path is the best feasible path based on existing virtual 
circuits and is preferred to the second path. If feasible, the 
fourth path may be compared for efficiency to the first and 
third paths. The efficiency calculation uses the enhanced 
topology. If both feasible and efficient, the fourth path will 
be preferred over the first and third paths because it uses 
virtual circuits which are already established for the first 
hop. 

If the fourth path crosses the ATM subnetwork after the 
first hop router, then it cannot be used without additional 
"per existing virtual circuit" calculations, and is therefore 
rejected. 



10 



forwarding said packet toward said packet destination 
using one of said virtual circuits if one of said virtual 
circuits is feasible; and 

establishing a new virtual circuit across said connection- 
oriented subnetwork and forwarding said packet 
toward said packet destination using said new virtual 
circuit if said plurality of virtual circuits are not fea- 
sible. 

2. The method of claim 1 wherein said step of determining 
whether one of said virtual circuits is feasible includes 
determining whether one of said virtual circuits is capable of 
forwarding said packet toward said packet destination and 
avoiding looping of said packet 

3. The method of claim 1 wherein said step of determining 



After performing the calculations of steps 450-456, a path whether one of said virtual circuits is feasible includes: 



is selected based on the preferences illustrated in FIG. 11. 
The network routing calculations referred to in step 460 
correspond to the calculations illustrated in FIG. 10. 

At step 462, if a packet is not awaiting routing, then the 
routine branches to step 464 to determine whether a network 20 
change has occurred. If a network change has occurred, then 
the routine branches to step 460, otherwise the routine 
branches to step 462 

If a packet is waiting at step 462, then the routine proceeds 

to step 466 to determine whether path 4 is feasible and 0 < , 7* T^/" w / '•jT.T-^ ^ _^T^ "1 

effideotffpam4isfeasi^^ 25 ^etenmning whetoer one of said vn^ cm^ts is efficient 

by testing said virtual circuits to determine whether one of 



deterniining a first distance to said packet destination 
considering all possible virtual circuits across said 
connection-oriented subnetwork; 
determining a second distance from an opposite end of an 
established virtual circuit to said packet destination; 
and 

determining that one of said virtual circuits is feasible if 

said second distance is less than said first distance. 
4. The method of claim 1 further including the step of 



and used to forward the packet toward its destination at step 
468. 

If path 4 is inefficient or not feasible, then step 470 
determines whether path 2 is feasible and efficient If path 2 
is feasible and efficient, then it is selected and used to 
forward the packet toward its destination at step 472. 

If path 2 is inefficient or not feasible, then step 474 

determiDes whether path 3 is feasible and efficient. If path 3 
is feasible and efficient, then the packet is buffered at step 
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said virtual circuits makes a particular roinimurn progress 
toward said packet destination. 

5. The method of claim 4 wherein said minimum progress 
toward said packet destination is a predetermined fraction of 
the progress made by an optimal virtual circuit 

6. The method of claim 4 wherein said minimum progress 

toward said packet destination is a predetermined fraction of 
a cost associated with traversing a best existing virtual 



476 while a new virtual circuit is established at step 478 35 circuit 

using path 3. At step 480, the packet is forwarded toward its 7. The method of claim 1 wherein said connection- 
destination using path 3. oriented subnetwork is an asynchronous transfer mode 
If step 474 determines that path 3 is inefficient or not (ATM) subnetwork including a plurality of ATM switches, 
feasible, then the packet is buffered at step 482 while a new g. The method of claim 1 further including the step of 
vuftial circuit : is established at step 484 using path L At step 40 analyzing each virtual circuit for determining whether said 
486, the packet is forwarded toward its destination using ^ dose(L 
oath 1 

As discussed above, the first path is always feasible. At Th °™» h <* i of daim f 

step 474, if the third path is feasible and efficient, then it is providing a timer associated with each virtual aroint for 
preferred to the first path. In this case, the third path is used 45 determining the utilization of said virtual circuit; 
for the purpose of calculating the efficiency of other paths. 
If the third path is not feasible, then the first path remains the 
preferred path. 

From the above description and drawings, it will be 
understood by those skilled in the art that the particular 50 
embodiments shown and described are for purposes of 
illustration only and are not intended to limit the scope of the 
invention. Those skilled in the art will recognize that the 
invention may be embodied in other specific forms without 
departing from its spirit or essential characteristics. Refer- 55 a plurality of virtual circuits established across said 
ences to details of particular embodiments are not intended connection-oriented subnetwork, said apparatus comprising: 



resetting said timer when a packet is detected on said 
associated virtual circuit; 

incrementing said timer when a packet absence is detected 

on said associated virtual circuit; and 
closing said virtual circuit if said timer reaches a prede- 
termined timeout value. 
10. An apparatus for forwarding packets in a network 
having a connection-oriented subnetwork, a plurality of 
routers coupled to said connection-oriented subnetwork, and 



to limit the scope of the claims. 
What is claimed is: 

1. A method for routing packets in a network having a 
connection-oriented subnetwork and a plurality of virtual $0 
circuits established across said connection-oriented 
subnetwork, said method comprising the steps of: 

receiving a packet to be routed toward a packet destina- 
tion; 

determining whether one of said virtual circuits is feasible 65 
for forwarding said packet toward said packet destina- 
tion; 



a router capable of receiving a packet to be forwarded 
toward a packet destination; 

means within said router for determining whether one of 
said plurality of virtual circuits is feasible for forward- 
ing said packet toward said packet destination; 

means within said router for forwarding said packet 
toward said packet destination using one of said virtual 
circuits, said means for forwarding being utilized when 
one of said virtual circuits is feasible; and 

means within said router for establishing a new virtual 
circuit across said connection- oriented subnetwork to 
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an optimal next hop router and forwarding said packet 
toward said packet destination using said new virtual 
circuit if said plurality, of virtual circuits are not 
feasible. 

11. The apparatus of claim 10 wherein said means for 5 
determining whether one of said plurality of virtual circuits 
is feasible includes an algorithm executed by said router for 
determining whether one of said virtual circuits is capable of 
forwarding said packet toward said packet destination with- 
out looping. 

12. The apparatus of claim 10 further including means for io 
determining whether one of said plurality of virtual circuits 
is efficient, wherein said means includes an algorithm 
executed by said router for testing said virtual circuits to 
determine whether using one of said virtual circuits makes 
a particular mini mum progress toward said packet destina- ^ 
tion. 

13. The apparatus of claim 10 wherein said connection- 
oriented subnetwork is an asynchronous transfer mode 
(ATM) subnetwork including a plurality of ATM switches. 

14. Hie apparatus of claim 10 further including: ^ 

a timer associated with each established virtual circuit for 
determining the utilization of said virtual circuit said 
timer capable of being reset when a packet is detected 
on said virtual circuit and incremented when a packet 
absence is detected on said virtual circuit 

15. The apparatus of claim 14 wherein said timer is 25 
capable of generating a signal to close said established 
virtual circuit when said timer reaches a predetermined 
timeout value. 
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16. A method for performing layered routing of packets in 
a network having a plurality of virtual circuits, said method 
comprising the steps of: 

receiving a packet to be routed toward a packet destina- 
tion; 

calculating a first path to said packet destination using an 
enhanced topology and considering said plurality of 
virtual circuits; 

forwarding said packet using said first path if said first 
path is feasible; 

calculating a second path to said packet destination if said 
first path is not feasible, said second path using an 
enhanced topology and considering all available routes; 

forwarding said packet using said second path if said 
second path is feasible and said first path is not feasible; 

calculating a third path to said packet destination if said 
first and second paths are not feasible, said third path 
using a logical router topology and considering all 
available routes; and 

forwarding said packet using said third path if said third 
path is feasible and said first and second paths are not 
feasible. 

***** 
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